Certified Information Systems Security Professional (CISSP) -
Overview

Modality: On Demand

Duration: 2 Hours

About this course:

This series provides all the information you need to become a Certified Information Systems Security
Professional. Those enrolled in this course will be taught about asset security, security engineering,
security and risk management, network and communication security, security operations, security
assessment and testing, along with security of software development.

Certification Details:

The CISSP certification training will equip the candidate with the knowledge needed to develop a
globally recognized level of competence. It consists of highly important topics, such as, mobile
security, cloud computing, risk management, application development security, and much more; all
critical to today’s digital world. The course provide information and knowledge drawn from an up to
date, highly comprehensive, and global common body of knowledge which ensures that the security
leaders all over the world have an in depth understanding as well as knowledge of latest
technologies, new threats, standards, regulations, and practices.

On average a CISSP Certified Professional can earn up to $111,638/- per annum.

Course Objective:
This course is designed to teach you about;

e Asset Security

¢ Security and Risk Management

¢ |dentity and Access Management

e Security Engineering

e Software Development Security

e Communications and Network Security
e Security Operations

e Security Assessment and Testing

Audience:

This course is intended to be undertaken by experience IT professionals, in particularly security
related consultants, practitioners, instructors or investigators, auditors, inclusive of security of network
engineers or analysts, information security specialists, network administrators, risk management
professionals, and any other professional who is responsible for ensuring the information security of
their organization. It can also be opted for by those professionals who want to upgrade their skill set
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and advance in computer security as a career.

Prerequisite:

Prior to enrolling in this course, candidates should have 5 years of experience in full time security
related work. While it is highly recommended, it is not mandatory for candidates to have the said
experience.

Course Outline:

¢ Module 01 - Introduction and Course Overview

e Module 02 - Asset Security

e Module 03 - Security Engineering

e Module 04 - Communication and Network Security
¢ Module 05 - Identity and Access Management

e Module 06 - Security Assessment and Testing

e Module 07 - Security Operations

e Module 08 - Software Development Security
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