Digital Security Awareness

Modality: On Demand

Duration: 6 Hours

About this course:

Digital security is the protection of this online identity. Criminals are finding new ways to operate and
steal information from digital users for their own personal gain. Digital security is an all-encompassing
term which includes the tools you can use to secure your identity, assets and technology in the online
and mobile world. The Digital Security Awareness course series is designed to give all information
professionals the knowledge and tools to protect themselves and the sensitive information they use
from security attacks. It covers many simple ways to prevent security breaches and protect valuable
data.

Course Objective:
After completing this course, students will have a working understanding of:
e Types of Security Threats
e Social Engineering
¢ |dentity Theft
¢ Data Classification
¢ Protecting Your Digital Information
e Malware
e Security from End-to-End

e Piracy
e Security Policies

Audience:
This course is intended for:

e Employees who use devices to store data or connect to the internet in their day-to-day role.
This course will help employees protect their organizations from cybercrimes.

Prerequisites:

There are no prerequisites for this course.
Course Outline:

Course Introduction

Module 00 - Course
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Module 01 - Types of Security Threats

Module 02 - Social Engineering

Module 03 - Identity Theft

Module 04 - Data Classification

Module 05 - Protecting Your Digital Information
Module 06 - Malware

Module 07 - Security from End-to-End

Module 08 - Piracy

Module 09 - Security Policies

Module 10 - Moving Forward

Course Closure
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