Certified Authorization Professional (CAP) Boot Camp (SEC-CAP)

Modality: Virtual Classroom

Duration: 5 Days

About this course:

This course, offered by QuickStart, is designed for the information security practitioner who
champions system security commensurate with an organization's mission and risk tolerance, while
meeting legal and regulatory requirements. It conceptually mirrors the NIST system authorization
process in compliance with the Office of Management and Budget (OMB) Circular A-130, Appendix
lll. Led by an (ISC)2 authorized instructor, the CAP training seminar provides a comprehensive
review of information systems security concepts and industry best practices, covering the 7 domains
of the CAP CBK:

¢ Risk Management Framework (RMF)
e Categorization of Information Systems
e Selection of Security Controls

e Security Control Implementation

e Security Control Assessment

¢ |Information System Authorization

e Monitoring of Security Controls

This course prepares you for the following exams:

e CAP

Course Outline:

e Module 1: Describe the Risk Management Framework (RMF)
¢ Module 2: RMF Step 1. Categorize Information Systems

* Module 3: RMF Step 2: Select Security Controls

e Module 4: RMF Step 3: Implement Security Controls

e Module 5: RMF Step 4: Assess Security Control

e Module 6: RMF Step 5: Authorize Information System

¢ Module 7: RMF Step 6: Monitor Security Controls
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