Planning a Security Incident Response

Modality: On Demand

Duration: 16 Hours

About this course:

This course is intended to assist you in dealing with an incident of business security, while staying
away from regular mistakes, expanding both the viability and productivity of your occurrence reaction
endeavors.

Course Objective:

¢ Make a computer security incident response team (CSIRT)

¢ Adequately organize the reaction to an incident of the security
¢ List the activities of appropriate post-incident

e Create an incident response action plan

Audience:

e Cybersecurity officer
e |T Support officer
¢ Cybersecurity professional

Prerequisite:

A comprehension of the present ecosystem of cybersecurity

Course Outline:
What is Threat Modeling

¢ Introduction
NIST-Framework

¢ Response

* Prepare

Module Review
Module-Graded-exam

Building a CSIRT
¢ Building a Secuirty Incident Response Team

e Preparation
¢ Module-Graded-exam
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Security Incident Report

e Introduction
e Practice Security Incident Response Report

Course Conclusion

¢ Final Exam?
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