
Security in Office 365

Modality: On Demand

Duration: 20 Hours

About this course:

In the course of Security in Office 365®, you will figure out how to implement, plan, and manage with
the features security of Office 365 in your company. The Compliance and Security center in Office
365 offers a wide assortment of security highlights to secure your clients and information in Office
365. You will find out about the various sorts of dangers that can focus on your association and how
the security features like Threat Intelligence, Advanced Threat Protection, auditing, and Advanced
Security Management will secure the data of your business in Office 365.

Course Objective:

Awareness of data breaches and threats targeting your data.
Executing the Advanced Threat Protection of Office 365.
Implementing utilizing Threat Intelligence of Office 365.
Configuring alerting, auditing, and reporting in Office 365.
Utilizing Advanced Security Management in Office 365

Audience:

Data security officer
IT Support officer

Prerequisite:

Comprehension of the concepts of cloud-based service, Office 365, and its component
services
General threats in IT communications and background knowledge in security requirements.

Course Outline:

Introdution to Security in Office 365

Threat vectors and data breaches
Security solutions in Office 365
Introduction to Secure Score
Module Assessment Exam

Implementing and Managing Office 365 ATP

Introduction to Exchange Online Protection
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Overview of Office 365 Advanced Threat Protection
Managing Safe Attachments
Managing Safe Links
Monitoring and reports
Module Assessment Exam

Using Office 365 Threat Intelligence

Overview of Office 365 Threat Intelligence
Using the Threat dashboard
Using Threat Explorer
Module Assessment Exam

Implementing auditing, insights, and alerts

Overview of auditing in the Security & Compliance Center
Enabling mailbox auditing in Exchange Online
Searching the audit log
Enabling sharing auditing for SharePoint and OneDrive
Managing insights and alerts in the Security & Compliance Center
Module Assessment Exam

Advanced Security Management

Overview of Advanced Security Management
Implementing policies and alerts
Implementing app discovery
Implementing app permissions
Module Assessment Exam

Course Conclusion

Final Exam
Learn More
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