Managing Messaging Security, Hygiene, and Compliance

Modality: On Demand

Duration: 15 Hours

This course is for professionals planning to enroll in the MS-201 Exam leading to the MS-201
Certification. The official exam voucher is not included in this course. However, the official exam
voucher can be purchased separately on request.

About this Course:

Managing Messaging Security, Hygiene, and Compliance is the fifth & the last course in the Microsoft
365 Messaging Administrator Series. The main goal of this series of courses is to train and prepare
professionals for success in the MS-201 Certification Exam. It is specifically designed for IT
professionals and Microsoft 365 System Administrators.

This course mainly focuses on Microsoft Exchange Online & Exchange Servers’ Settings and
Configurations relating to Messaging Security Management & Compliance. Professionals will get to
know about the Messaging Hygiene Essentials, Spam Filtering, and Advanced Threat Protection
Features in Microsoft Exchange. Besides this, core concepts of messaging security such as Data
Loss Prevention & Retention Policies, Audit Log Examination, and Messaging Compliance Search
Mechanisms are also elaborated in this course. Professionals will also learn the art of implementing
and deploying messaging security solutions and will get to know about admins and users'
permissions management.

Course Objectives:

The core objective of this course is to help professionals develop a better understanding and sound
knowledge of the following key concepts:

¢ Messaging Hygiene Planning

¢ Anti-Spam Policies and Anti-Malware Management

e Advanced Threat Protection Management

e SCC Messaging Compliance Planning

¢ Exchange Messaging Compliance Planning

e Exchange Online Auditing and Archiving Management

e Content Search Management

¢ User Role-Based and Admin Role-Based Permissions Management
e Exchange Setup Planning for AD and RBAC Split Permissions

Audience:
¢ |T Professionals

¢ |Information Workers
¢ Professionals who want to become a Microsoft Office 365 Messaging Administrator
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Prerequisites:
There are no prerequisites for the Managing Messaging Security, Hygiene, and Compliance course
Course Outline:

Managing Message Hygiene

Planning for Message Hygiene

Managing Anti-Malware and Anti-Spam Policies

Managing Advanced Threat Protection

Module Assessment

Managing Compliance

¢ Messaging Compliance in the SCC

¢ Messaging Compliance in Exchange

Managing Exchange Online Archiving and Auditing

Managing Content Search

Module Assessment

Managing Role-Based Permissions

¢ Managing Admin Roles
e Managing User Roles

e Exchange Setup - RBAC and AD Split Permission

Module Assessment
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